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Awareness Through Information Sharing

Incidents/Articles of Note:

e Microsoft Warns Of Large-Scale Click Fraud Campaign Targeting Gamers
e Beware Of Deepfake Hologram Scams

e Windows 11 Now Warns When Typing Your Password In Notepad, Websites
e Treasury Department Issued Crypto Report

e Makeup Company Ran Afoul Of California's Privacy Laws

e Popular Action-Adventure Game Developer Hacked

¢ VMware, Microsoft Warn Of Widespread Chromeloader Malware Attacks

¢ Vulnerabilities Found In Airplane WIFI Devices, Passengers' Data Exposed
* Beware of Hyperlinks To Translate Web Pages/Text

e Hackers Use PowerPoint Files For 'Mouseover' Malware Delivery

e Samsung Sued Over Recent Data Breach

This is an open-source product. Redistribution is encouraged.
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https://thehackernews.com/2022/09/microsoft-warns-of-large-scale-click.html
https://www.euronews.com/next/2022/08/24/binance-executive-says-scammers-created-deepfake-hologram-of-him-to-trick-crypto-developer?&web_view=true
https://news.yahoo.com/treasury-department-crypto-scams-crackdown-140424883.html
https://www.theregister.com/2022/08/27/sephora_ccpa_privacy_settlement/?td=rt-3a
https://www.theguardian.com/games/2022/sep/19/grand-theft-auto-6-leak-who-hacked-rockstar-and-what-was-stolen
https://www.infosecurity-magazine.com/news/vulnerabilities-found-airplane/
https://therecord.media/turkish-malware-used-to-infect-machines-in-11-countries-through-fake-google-translate-links/
https://www.securityweek.com/samsung-sued-over-recent-data-breaches?&web_view=true
https://www.zdnet.com/article/windows-11-will-now-warn-when-you-do-bad-things-with-passwords/
https://www.bleepingcomputer.com/news/security/vmware-microsoft-warn-of-widespread-chromeloader-malware-attacks/
https://thehackernews.com/2022/09/hackers-using-powerpoint-mouseover.html#:~:text=Hackers%20Using%20PowerPoint%20Mouseover%20Trick%20to%20Infect%20Systems%20with%20Malware,-%EE%A0%82September%2028&text=The%20Russian%20state%2Dsponsored%20threat,PowerPoint%20documents%20to%20deploy%20malware.
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Resource | FBI

FBI Warns of Potential
Charity and Disaster Fraud
Following Hurricane lan

Whether you are directly impacted or
want to help, scammers will take
advantage of a natural disaster, like
Hurricane lan, to steal your money, your
personal information, or both. That is
why the FBI is reminding the public to
be vigilant when looking to donate to
hurricane relief causes and when
searching for contractors to repair
damages.
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Online Summits | SANS
Wed, Nov 9 - Sat, Nov 19, 2022

SANS APAC ICS Summit
Singapore 2022 - Live Online
Registration

Discover the most effective steps to
prevent cyber-attacks and detect
adversaries.

The courses will include highly technical
talks, hands-on workshops, in-person
networking and social events, with wide
range of in-person courses to choose
from.
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Not a VFC Shield Member?

Virginia Shield Coalition
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The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve
public safety and reduce the probability of becoming a victim of a crime.
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